ARMT AIR JORGES 

HEADQUARTERS 136 TH RADIO SECURITY DETACHMENT 
MITCHSL FIELD , NEW YORK 

20 May 1946 



SUBJECT: Transmittal of Detachment History 

TO; commandant 

Command jo General Staff Softool 
FT. Leavenworth , Kansas 



1. Submitted for your information is the unit v 
History of the 136th Radio Security Detachment covering 
the period of 7 February 1942 to 30 April 1946. Copies 
of the Detachment History are being distributed to those 
major AAF ' Commands and certain of their lower echelons 
with which this unit and its field 'activities have been 
affiliated- and those to whom copies of the 'Monthly 
Security and Operations Report were distributed. (Short 
titles; SORD, SO EDA OR 80EDT . ) 

2. In order that interested agencies may become 
acquainted with the many problems and conclusions which 
resulted from the global monitoring activities of this 
unit, this history, by direction of the Air Communications 
Officer, Headquarters, Army Air Forces, is being given 

a distribution greater than that normally required^. It 
is hoped that this document will be of. benefit to those' 
directly concerned with radio coirmuni cations since this 
Detachment is the first and only disinterested agency to 
.devote its_ entire efforts and facilities to monitoring 
Army Air Force radio communication networks. ■ 
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Radio transmission security u . 3 a little understood subject in 

the Army Air Forces at the beginning of the recent war. Training manuals 

' # 

referred to radio security in a brief paragraph or two, with casual 
statements to the effect that it was possible for the enemy to obtain 
information from friendly radio transmissions. The regulations covering 
the subject were for the most part adequate but there appeared to be 
little awareness of their existence on the part of most communications 
personnel. The difficulty of training large numbers of pilots and 
radio operators was tremendous. There was little time for drilling 
in procedures and security measures until they became a matter of 
habit. 

With the realization of the weakness in radio communications, 
self-iadnitoring was established by War Department directive for all 

4 -4 

Army organizations-. In most cases, however, reports and investigation 

revealed that more often than not, monitors wera reluctant to report 

discrepancies committed by their own organizations and friends, Also, 

it was found that the job of self -monitoring was usually rotated and 

few of the monitors selected were thoroughly trained in the subject, 

Tho establishment of the 136th Radio Security Detachment was the 

result of a realization of tho importance of radio security and tho 

need for a trained, unbiased organization to polico tho circuits of 

» 

the Army Air Forces. The organization, which got into operation 




at a comparatively late date in the war, brought to light an important 
source of information to the enemy. Much progress was made in the 
indoctrination of Air Force communication personnel in correct security 
measures during the last year and a half of the war* However, of 
almost equal importance, was the experience and background obtained by 
the .organization for future guidance. Paramount is the fact that the 
time for security indoctrination is not at the beginning or during an 
emergency. Such training should be maintained continually during' 
peace time in order that all communications personnel realize t.o the 
fullest extent the importance of communications intelligence and 



security. It is hoped that the history which is presented herein may 



help as a guide to that end. 






v v 







• ,4 L 



Edward H. Golembieski 
Captain, Air Corps. 
Commanding 




PREFACE 



n R % n 



0 

1 





Many a historian in the course of research has come up against 
the familiar response, :, I didn't think it was important", or, "How 
was I to know at that time that someone would want that information 
for writing a history?" , '> 

Thereby hangs a tale, , As a result, much valuable information 
concerning the earlier periods of organization and activity of the 
156th were found to be shrouded in a mist of uncertainty. Records 
.were incomplete and sketchy*. Personnel who could have filled in • 
important gaps and connected vital links were beyond the reach of 
personal interview. In addition, much of. the work was of a highly 
classified nature and decisions affecting. operations were Very often 
lost in the conference room and private conversation. 

Fortunately, these obstacles robbed this history neither of 
completeness nor authenticity. By dint of deeper and more extensive 



research and a wait for the return from overseas of personnel 



associated with the outfit in its early days, it was possible to 
give a complete picture 6f the contributions of the 136th Radio 
Security Dotadhmont during TIorld 'Jar XI i 
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IA0 ELBERT 
1st Lt, Air Corp^ 
Detachment Historian 








*D~ 




CHAPTER ONE 



/ 



EARLY 



ORGANIZATION 




CHAPTER I 



EARLY ORGANIZATION 
BA CKEROQNP 



The importance of communications in World. War II has already been 
established. Regardless of the branch of service, communications per- 
formed valiantly. Aircraft were guided into the air on takeoff, were 
supplied with important weather information and kept safely on course 
during flight, were able to keep in touch with each other and with the 
home base, and were supplied with landing information to ensure their 
safe landing — all by radio communications. In other branches of service 
communications contributed to the over-all spirit of keeping military 
and naval units closely knit to enable them to work . as smoothly while 
separated as when together. 

However, the success of any . attempted mission whatever its nature, 
the establishment and continuation of the cohesiveness necessary to the 
functioning of an integrated unit, depend, during warfare , upon keeping 
the enemy uninformed as to what is happening or about to happen. The 
safeguards which are established to ensure this condition are called 
security aud the contributory means of establishing security is the ad- 
herence to correct operating procedure. 



It v?as with these aspects of communication that the 136th Radio 

: \ 

Security Detachment was concerned during World War II. 

. Up to the early part of 1942, the Army Air Forces had no monitor- 
ing organization of its own. Indeed, nowhere in the Air Forces was 
there to be found a unit whose mission it was to monitor radio transmis- 
sions for security purposes. What did exist were. Service Force Radio 
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Intelligence Companies which simply intercepted enemy radio traffic and 
forwarded the results to a centrally located, high-echelon unit for sub- 
sequent processing and analysis. While this system worked well on the 

basis of comparatively slow moving end armies, and had a certain stra- 
* ' 

tegic value, it was insufficient to meet the accelerated pace and tempo 
of tactical aerial warfare. Of self -monitoring there was very little 
and this only in spare moments „ 

What was needed was a security monitoring unit functioning solely 
for the AAF. However, it wasn't until the early part of 1942 that the 
much-needed impetus was given the organization of such a unit. This 
came about as a result of a visit which a high-ranking Mr Force officer 

t * 

made to the Presque Isle Army Air Base at Presque Isle, Maine, early in 

( 1 ) 

1942. 

The officer’s, observation of the extensive- flow of aircraft across 
the Worth Atlantic resulting from our lend- -lease program and the use of. 
the base as a port of aerial embarkation for the movement of troops over- 
seas convinced him of the nec'ossity for a radio security monitoring or- 
ganization to improve communications and to report on the security status 

(2) 

of aircraft movement messages in the -North Atlantic aroa. 

f 



1. Federal Communications Commission, Engineering U<5pt . , National DO- ■ 
fense Operations Section, Field Division, Washington, D, C.» 9 May 42, 

TO: Lt. Gen.- H, H. Arnold from James Lawrence Fly, Chairman.. 

2. HdcrS. AAF, Washington, D. 0. Directorate of Communications AFTSC/TS-3 
10-30-42, Warning Of dors Att: Col. J 0 Wo Baylor, Chief, Task Force Section 
From A o We Marrinor , Col. A. C. 
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Chapter I — laxly Organization. 

Acti vation and Mi s sion. 

The 136th Signal Radio Intelligence Company, a Signal Corps unit 
attached to the Air Corps was one of 14 such Radio Intelligence Com- 
panies originally intended to be apportioned on the basis of one to each 

' ( 3 ) 

Air Force s , 

As a resulj of the officer’s recommendations, a search was made 
among available radio intelligence units for one which could accomplish 
the mission. The 136th Signal Radio Intelligence Company stationed at 
Bolling Field, Washington, D. C, was within easy reach and was chosen 
for the task. Machinery was set in motion for adapting it to its new 
mission— security monitoring solely for the AAF. 

In line with the foregoing decisions, the next few months were de- 
voted to the acquisition and training of personnel. This program ran 
into some difficulty since qualified radio and communications personnel 
were not to be had in numbers great enough to fill the immediate needs 
of the Company. Whatever personnel were acquired were found to be, in. 
the main, unadaptable and , unsuitable for .technical, radio training. In 
addition, the training program was hampered by the lack of qualified in- 
structors. To meet this need several instructors were borrowed from the 
Signal Corps, Air Force Combat Command with which the 136th was working 
in close liaison at the time. Since T/0 11-77, under which the 136th 
was organized, did not provide for training equipment, it was necessary 
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3. Ad j . Gen. Letter 320.2 (1-29-42) MR-N-AAF/A-1 Wash. D.C. 7 Feb 42. 




- 3 - 



Chapter I 






Early Organization. 




to use part of the equipment of this same Signal Company. It was also 

> 

necessary to supplement the radio training provided in the Company’s own 
school with that offered by outside training institutions. Groups of en- 
listed men who showed signs of becoming desirable radio operators and tech- 
nicians were sent to various privately conducted schools offering courses 
in radio operation, International Horse Code, and radio maintenance* One 
of the chief criticisms of the personnel that were sent into the Company 
from Array Service Schools was that they did not measure up to the Mili- 
tary Occupational Specialty of high-speed radio operator for which they 
had been trained. For example, instead of having a code receiving speed 
of 25 IJPH, it was found that they could only take 15 WPM, In consequence, 
therefore, training had to be given, by the Company’s own school to bring 
the ability of the men up to the desired standard of efficiency. It was 
not until many months later that the desired type of personnel became avail- 
able from schools conducted by the Technical Training Command. 

At this early stage the 136th was administratively attached to Signal 
Company, Air Force Combat Command with which it shared an. orderly room, sup- 
ply room, day room, and all company duties. It wasn’t until the fall of that 
year that the company . began to emerge as a more independent administrative 



unit . 



First Mo nit or Station. 

The 136th now proceeded with the installation of a monitor station 
at Presque isle Army Air Base, Accordingly in June, 1942, enough enlisted 
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( 4 ) 

men were requested for the task. .The first monitor station of the 136th 
was soon operating, its initial work consisting mainly of intercepting 
German and Italian weather traffic. The results of this intercept were 
deemed important enough hy.the Directorate of Communications for it to be 
sent by TWX to Arlington Hall, Virginia instead of going by regular mail. 
Another operating function of this first monitor station was to monitor 
all traffic being transmitted in the Worth Atlantic sector by Stations of 
the Axmy Airways Communications System, Thus, was established the first 
unit of what later gro¥i to be 21 far-flung, globally deployed radio secur- 
ity monitoring units of similar character. 

Since it was contemplated that additional operating platoons would be 

(5) 

organized, a sot of Instructions for monitoring and radio direction finding 
activities vt&s drawn up. These ro. ired that monitoring bc maintained 
for 24-hour periods seven days a week, monitoring time was to be di- 
vided between the intercept of AAP frequencies and foreign weather or 
other information of specific value to the ME, It also Included a de- 
tailed outline on intercept, monitoring instructions, how to monitor, forms 
to use, markings to bo used, reports to be prepared from processed data, 
and log notations and comments to be made by operators. It was directed 
that the original copy of logged transmissions be sent daily to Air Force 
Headquarters; another copy was to be kept in platoon files for thirty 

4, 17. D. Hqrs.' AAj? Wash. 13. June 42, AFTSC (T2’~l) Su'fij : Request for Radio 
Operators for llonltoring Station, Presque Isle, Maine, Signed: A. W , 
Marriner, Col AAP, Director of Communications. 

5. Hqrs AA.E AFTSC (B-3) Oct 42 Subj : Monitoring and RD/p Instructions. 
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days and then “burned. A third copy of the data was to he mailed to the 
Directorate of Communications for a 15 day period following inauguration 
of intercept monitoring. Direction finding instructions consisted of the 
choosing of a suitable site according to I’M 11-20 and the taking of bear- 

I . 

ings on all stations believed to be of importance and preserved by the 
intercept unit. Beatings were to be taken on all stations both near and 
far and the results recorded giving complete information. 

Continuati on of Training. - 

The remainder of the year was devoted chiefly to the continuation of 
training and the acquisition of additional personnel. In an effort to 
provide experienced personnel, the 136th arranged for the direct enlist- 
ment of civilians who were trained radio operators and maintenance mon. 

These men performed invaluably as instructors in radio operating and main- 
tenance classes and were responsible for tho creation of many qualified op- 
erators. It was regrettable, that the practice. of direct enlistment of qual- 
ified personnel was curtailed, since this method proved a fertile source of 
technically trained personnel. Personnel continued to pour into the 136th 
from different armjr installations and schools. The quality of those mon 
continued to be poor, both with respect to previous military technical 
training and general technical aptitude. For example, out of 76 men assign- 
ed to the Company during April only 13 wore able to roach the required 
standard of operating efficiency— and this after eight months,. Personnel 
who could not qualify as radio operators oven aft or undergoing such a course 

wSHWxn-oTEjj 
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in the Company radio school were transferred out. 

In spite of those obstacles , operators with sufficient code speed 
and training in Radio Direction Rinding and radio intercept wore slowly 
beginning to be developed. In concurrence with the policies of the Di- 
rectorate of Coramunicatlons to deploy detachments of the company in over- 
seas theaters, that office was infoimod that personnel were available for 
the formation of monitoring units for overseas duties. Subsequently, in 

January 1943, one officer and 9 enlisted radio operators were sent to 

( 6 ) 

Iceland to monitor AAE and AACS frequencies in that area while another 

( 7 ) 

unit consisting of two 'officers and 16 EM were shipped to Trinidad, MI, 
to help clear up badly jumbled AAC 3 nets in the Caribbean area. 

It was during this period also that the 136th Signal Radio Intelli- 
gence Company divorced itself administratively from the Signal Company 
AAE and became a fairly independent unit. It acquired its own barracks, 
orderly room, supply room, da 3 ?- room, and motor lot. However, duo to tho 
lack of proper training, equipment tho company was still forced to work 
with the Signal Company in the training of radio operators. 

The faltering stops which wore characteristic of this early period 

wore now becoming a little more steady. The organization began to expand, 

( 8 ) 

growing to six operating platoons in tho first half of 1943. The role 

6. 8. 0. 360 Par. 3 Hers. AAE Bolling Field, Hash. D, C. 31 dec 1942, 

7. U. D, Movement Orders 370.5 '(1-6-43) OB-S-EM Jan 7, 1943. 

8. ,¥.D. AGO 320,2 (5-4-43) OB-I-AERDG-M Subj : Reorganization of tho 
136th S.R.I. Co. 
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Chapter 1 — Early Organization. 

of the parent unit, the 136th Signal Radio Intelligence > Company , continued 
to be one of administration, personnel procurement, training and preparing 
'Sections for shipment overseas. The somewhat antiquated Table of Organi- 
zation was revised due to the changed character of the work to be performed 

Monitoring Results. 

The work of the component operating platoons consisted chiefly of mon- 
itoring and intercepting enemy weather broadcasts. In addition, AACS and 
AA ! circuits wore monitored both at home and abroad. In tho States, a do- 
mestic platoon was monitoring 1 4th Air Force emissions on tho West Coast to 
improve security and radio operating procedure and to assist in tho train- 
ing of both flight ana comnuni cat ions personnel of combat units slated for 
overseas missions. Overseas, one platoon in North Africa working with the 
northwest African Air Force monitored air-ground and point-to-point fre- 
quencies to improve radio operating procoduro and assure compliance with 
Security measures. 

The procedure which was followed Ip those component operating platoons 
at the time was to forward the monitored logs to the Communications Control 
Division in Uashington, D. C. where they wero analyzed and processed by a 
special unit. Broaches of sc-curit}’' as they wore reflected in the record- 
ed traffic and flagrant violations of radio oporating procoduro wero under- 
scored and tabulated. Those violations being particularly detrimental to 
security and operating efficiency wore singled out and mado the subject of 
ail, "Individual Discrepancy Report," which was sent to the violating agency 
for corrective action. It contained merely a citation of the violation and 
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an admonition that corrective action he taken* In this connection, no 
work at all was done by either the parent unit or the operating platoons, 
neither being equipped or trained to properly procoss and analyze inter- 
cepted traffic. The Operating Procedures Branch of the Communication Con- 
trol Division which did the analysis. and processing also prepared an op- 
erations summary which presented a picture of radio operating conditions ' 
in the areas being monitored. Those summaries were circulated to inter- 
ested agencies and an information copy was sent to each operating platoon# 

This analysis procedure had sovoral shortcomings; it permitted a lapse 
of too much time between the actual commission of the violation of security 
or radio operating procedure and the time of notification of the offending 
agency, thereby nullifying the remedial value of the Individual Discrepancy 
Report ; also this report failed to indicate the consequence of the violation 
or state the correct way in which the transmission should have been roads. 

From timo to time these operations summaries, when applicable, recom- 
mended to operating platoons methods of improving monitoring procedure. 

Among these wore suggestions that greater use bo made of operators per- ■ 
sonal parenthetical log notations, more, accurate notation of roadability 
and signal Strength conditions, and oztendod uso of recording equipment 
for substantiation of violations. Throughout tho year 1943 there was a never- 
ending program of training in of foot. Uowly acquired men were given a pre- 
liminary course in basic training and then, depending upon their Military 
Occupational Specialties, wore assigned to one of several training classes. 
Chief among thoso wore classes in International Horse Code,, radio operating . 
procedure, and radio theory and maintenance, including not operations in 
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the field. In spite of the indecision and vagueness on the part of higher 
authority surrounding possible vise of the platoons in intercepting enemy 
transmissions and Radio Direct iq| finding activities, courses in Japanese 
code and Japanese radio operating procedure qnd Direction finding were 
held. 

Also, a class in the analysis pi radio i^prCept traffic was conducted 
by a representative of the Operating Procedural Branch for the benefit of 
enlisted men designated to form a new overseas platoon. This class was the 
first of its kind, and while it did not go into the problem of radio transr* 
mission security analysis in as great detail as subsequent classes,, it 
served to set the pattern for future training of this kind. 

Restatement of Mission* 



Towards the end of the year the mission of the 136th Signal Radio 

intelligence Company was revised to exclude the intercept of enemy weather 
, 5 (9) 

and Radio Direction Finding activities. With the establishment and growth 
of a world -wide AAF weather service and a similar expansion of the AA.CS, 
the Army Air Forces were provided with complete facilities for the gather- 
ing of weather data and tbe performance of Radio Direction Finding functions, 
Jt was therefore deemed unnecessary for the 136th to continue to engage in 
these activities. The operating platoons ware now free to devote their 
energies more fully and more completely to the monitoring, of AAF radio nets. 
With the clarification and restatement of its mission the 136th was 



now able to move ahead on firmer ground and with greater efficiency. Train- 
ing programs were overhauled to conform to these new requirements. Emphasis 



9,. Hqrs, AAF 350,09 (10,31) AFRCM/C-P3 4 Oct, 1943, Subj: Security Monitor- 

, I? '8 fis. B 3 Sk 5 Koxb a erases ka 
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Fas placed on code speeds and CW intercept correspondence was sent out 

to various Air Forces informing them of the availability of Signal 

Operating Platoons. Requests were soon forthcoming from the Alaskan 

( 10 ) 

Theater, the China-Burma-India Theater and the Pacific Theater* To 

meet these requests experienced personnel were brought in from the 

platoons operating in the states to form the nucleus Of two now units, 

( 11 ) 

increasing the number of component platoons to eight* 



❖ ♦■si!******** 



10. (a) Cable C-7345 20 Oct* 1943 signed MacArthur* 

(b) 3rd Air Force letter 321 7 July 1944 Sub j : Radio Security Sect* 

(c) 10th Air Force Cable (Aquila ¥2474) ( 311-14169) 23 Oct, 1943. 

11, General Order 15 Hqrs, AAB Bolling Field, D, ,C* 10 May 1943, 
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L/iTER DEVELOPMENTS 

Establi shment of Uniform Analysis Activities 

Operational control of the Radio Operating Platoons of the 136th 

had from the beginning been vested in the Operating Procedures Branch 

of the Communications Control Division of the Office of the Air Communications 

Officer# This control covered the assignment of missions to operating 

( 12 ) 

platoons including missions of a special nature* This procedure was 

modified to permit local theater Air Porces and AACS units. to request 

special missions of the platoons* further directives relative to 

Pi atoon monitor operations continued to emanate from the Communications 

Control Division* These served to supplement the first group of 

monitoring instructions which had been established in October of 1942 

and which kept being changed and augmented in the light of changing 

operating conditions* They recommended extended use of recordings to 

substantiate violations, in which case the recordings were to be sent 

to Hqrs* AAF* Recordings wore to be particularly made in cases where 

several stations were transmitting on or near the some frequency 

causing a jammed channel, conversations between operators, faulty 

operating procedure, interference arising from MAE or other sources, 

and instances of improper use of the speed key. 

They also established 100$ Guard Monitoring and Routine Monitoring, 

Guard Monitoring was to consist of 100$ copying of all transmissions . 

intercepted indicating stations responsible for all transmissions and 

. * * 

12, Letter, MAE 322/2*2 15 Jan* 44 Office of the ACO Coram* Control Div, 

Subj : Monitor Assignments, 
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other pertinent information* Routine Monitoring was the copying of all 

transmissions practicable with full notation even to the point of 

disregarding part of the transmission, the purpose being to provide spot 

monitoring of various designated frequencies. 

In line with a desire on the Part of both the Communications Control 

(13) 

Division and the 136th Signal Radio Operating Platoons a conference Was 
held at the end of January 1944 'at which representatives of both 
organizations were in attendance. The few months before this conference 
had revealed that the procedures being employed were lacking in uniformity 
throughout the platoons and in many cases, wero slipshod and inaccurate. 

This marked the first time in which members of the 136th wore active 
'participants in tho formulation of operating pdlicy and paved the way, 
for a later transfer of this function to tho 136th* 

At this mooting It was made clear that, although the logs being 
forwarded by tho platoons contained many instances of violations of 
standard operating procedure by oporators of various Air Force communi cat ions 
systems, only a comparatively few wore identified accurately enough for a 
factual violations "report being sent to tho offender. It was concluded 
that, in general, this was caused by an ignorance on tho part of tho 
monitor operator of the subsequent use of tho material which he was 

13, (a) Letter, Hqr s, 136th Signal Radio Intelligence Company (Avn) 370,2/0,6 
Subj • Analysis of Radio Log Sheets 31 Jan, 1944, 

(b) Letter, Hqrs. 136th Signal Radio Intelligence Company (Avn) 370,2/0,6 
2 February 1944, 
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intercepting, a lack of adequate recording equipment and the lack of 
a concise, simple method for the operator to make complete and clear 
notations that would enable the analyst, in turn, to make more accurate 
Violation reports* 

It was decided that the most immediate needs were ; 

a. Recording equipment to enable every operator to verify 
flagrant violations and also to aid in the recording of 
high speed transmissions* 

b. Training of operating personnel in analytical work as soon 
as possible in order that tho violations report might be 
initiated by the officor in charge of monitoring platoons* 
These reports would thus be more direct and more forceful 
sinco a groat deal of their disciplinary and remedial value 
was lost by the lapse of timo* 

c. A simple set of symbols to be devised for the use by tho 
monitor operators enabling him to explain more fully tho 
discrepancies noted by him and to allow him to identify 
each transmission wherever possible* 

jin officer representative of tho 136th was informed that theso 
revisions would be his particular problem# Accordingly ho spent some 
time with tho analytical Section at Soiling Hold to get a clearer 
picture of the problems confronting tho operator and the analyst* At 
the same time, an enlisted representative of the analytical Section 
compiled a set of symbols which were tested for their workability* 

It was agreed that these symbols would be used on a trial basis* A 
sample log and a lesson outline for the presentation of the basic 
material to all of the' monitor operators working at the 136th were 
prepared, as was an outline for a pamphlet to be sent out as an initial 
instruction sheet to all monitoring stations of the 136th* 
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As a result of the survey conducted, additional re commend at !«, s 

included the furnishing of Signal Operating Instructions of units 

monitored by platoons of tlio 136th; a complcto SOI covering all phases of 

the monitor operator’s job; the violations reports initiated hy officers 

in charge of monitoring platoons should be sent directly to the headquarters 

of the offending agency and an informat 'on copy of the report together 

with the log shoots to be sent to Headquarters AM , 

In order to more completely carry out Its function as an agency 

monitoring radio transmissions within AAF radio networks, the monitoring 

section of the Operating Procedures Branch, Communications Control Division, 

established an Analysis Unit for the primary purpose of improving security 

in AAF radio transmissions end of attaining correct radio operating 
(14) 

procedures. This Analysis Unit was composed, of one officer and 8 LAOS 
who wore responsible for the anals^sis and processing of all intercept 
material .sent in by monitoring platoons of the 136th* It xvas plannod 
that the 136th would absorb all of the functions of this Analysis Unit 
as soon as it was prepared to do the work. In preparation for this 
transfer of analysis functions a noncom of the 136th Was placed on 
detached service to this Unit for the purpose of assisting in the training 

of its analysis personnel. During the few months that followed this 

\ . . ' ' . - 

Analysis Unit operating in the Balitmore Field Office of the Communications 
Control Division- expanded end intensified its anaLysis procedures and 



14. Letter, AAF 380.01/1.5 18 Feb 44 AFAC0/C-P3 
Subj : .Tentative Analysis program. 
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initiated the compilation of reference material including comprehensive 
data by areas and frequencies# jjt the same time, the system of citing 
Individual violations of operating procedure was revised in favor of a 
new report called a, "Communications Improvement Memorandum." , (CIM)« 
These CHI’s were to be submitted to the respective Air Force 
Communications officers and were required to contain the. following 
points; 

a* Reference to existing regulations, 
b* Error encountered. 

c. Effect on Security. 

d. Correct procedure. 

e. Notation that the memorandum is forwarded for 
information and appropriate corrective action. 

f. Exact -copy of intercepted transmission. 

Each platoon liras to send a copy of all CHI’s and a daily radio 

security report to the Communi cat ions Control Division through 'the 136th 
Signal Radio Intelligence Company, retaining one copy of each on file. 
Platoon commanders were cautioned against taking direct action against 
individuals, units or agoncios responsible for violations, and wero 
exhorted to emphasize education of porcnncl for security and related 
Operational procedure improvement. In the writing of CHI’s" suggestions 
or implications for disciplinary action wore to be avoided. 

This new procedure of citing flagrant violations was given a 
try-out by one of the domestic sections to determine its. efficacy and 
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was not extended to the overseas monitoring platoons until it had 
proved its worth. 

Add itio nal Platoons . 

By this time the value of monitoring AAF Radio Nets for security 
purposes and the improvement of radio operating procedure was meeting 
with ever-widening recognition. With the concretization and 
crystallization of Operating procedures the mission of the 136th began 
to assume the definition and certainty which was lacking in its earlier 
years. To more adequately accomplish its mission on a global soale as 
authorized by War Department directive, the Table of Organization and 
Equipment under which it functioned was reorganized to- enlarge the 
Company to 19 component Signal Radio Operating Platoons including 23 
officers and 732 enlisted men. 

In May 1944, in anticipation of the transfer of analysis duties 
from the Baltimore Wield Office of the Communications Control Division 
to the Headquarters 136th Signal Radio Intelligence Company ( Avn) there 
was set up a school for the training of analysts. It was contemplated 
that a group of 12 analysts headed by an analysis officer would perform 
all of the work which was being done by the Analysis Unit at the BFQ. 

Up until June 1944, the 136th Signal Radio Intelligence Company 

was functioning as a Signal Corps outfit with a Table of Organization 

which was originally drawn up for a regulation Radio Intelligence 
# 

Company. In the light of the changed mission of the 136th, its 
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changed equipment requirements, and its exclusive Air Corps affiliation, 

it was decided to revise the Table of Organization and to transfer the 

(15) 

personnel from Signal Corps to Air Corps, Accordingly, a new Table of 
Organization (1-952) was published redesignating the outfit as 
Headquarters 136th Radio Security Detachment and' its component units as 
Radio Security Sections, under the operational and functional jurisdiction ' 
of the Commanding General AAR, through the Air Communi cations Officer and 1 
Communications, Control Division, 

Briergg nce of Headquarters 136t h. 

T/Jhat was now needed was an ovorall ocnpr chon s i vo document which 
would set forth in detail the organization and functions of the 136th 
and its component sections. Such a document was dram up by personnel 
of the 136th and was incorporated as AAF Manual 100-2, (later changed 
to 100-46-1). The manual clearly established the scope and purpose of 
the 136th Radio Security Detachment and its component Radio Security . 
Sections, It delineated the . functions of Detachment Headquarters Unit, in- 
cluding a training standard and a complete set of monitor operating instruc- 
tions which had been previously prepared. Also a guide to the analysis Of 
intercepted taffic, including examples, sample intercept log sheets and a 
c/W Violation Key Sheet. This cA> Violation Key Sheet represented an 
improvement over the key sheet which had been previously used in the 



15c General Order 2 Hers". 136th Signal Radio Intelligence Co* (Avn) 
B Tune 1944, 
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Baltimore Field office. It was supplemented a short time later by a 
Voice Violation. Key Sheet compiled by several recently formed Radio 
Security Sections at Detachment Headquarters, 

An Analysis section was established at Detachment Headquarters 
with carefully chosen and carefully trained analysts. At. the same time, 
outlying. Radio Security Sections were advised to select two high speed 
radio operators and train them as analysts to serve in that capacity in 
the respective Sections, 

A completely, revised and considerably improved reporting system 
was instituted to stem from both Detachment Headquarters and the Sec- 
tions. Heretofore, Sections 'were not required to prepare any reporting 
material. They merely had to forward the monitor intercept logs to the 
Baltimore Field Office. 'Tith the development of a Section analysis unit 
it was now possible for the Sections to analyze, process and compile 
operational procedure data themselves. The value of this change to 
on-the-spot remedial action was considerably increased. As a check on 
t'he effectiveness of Section analyzing, the Sections were encouraged to 
submit copies of processed logs periodically to the Headquarters Analysis 
Staff where they were carefully re-examined to determine what shortcomings 
of analysis were present, if any, and for comment and suggestions. 

By July 1944, they were ready to prepare a weekly Security and Oper*- 
ational Procedure Report. This report was divided 'into five parts, each one 
dealing with a separate phase of operational activity; Cryptographic 
Analysis - a tabulation of messages by type and code form; Frequencies - 



a listing of frequencies including; total time monitored, time idle, 
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number of messages per frequency and Interference ■ encountered on each 
frequency; procedure - included a breakdoxvn of all GW and Voice violations 
of operating procedure; Security - discussed violations which constituted 
breaches of transmission security; Operations - served as a clearing 
house for the exchange of ideas on operations between Detachment 
Headquarters and component Sections. 

Ihese weekly Security and Operational Procedure Reports (Short Title: 
SORBS) were forwarded by the Sections to Air Force and AACS Communications 
Officers in sufficient number to effect additions! distribution to 
subordinate echelons. In addition, information copies of these SORDS 
were sent to Detachment Headquarters whore they were thoroughly, read 
by members of the Analysis Section® Here data were carefully extracted 
and were used to compile a Monthly Security and Operational Procedure 
Report (Short -Title: SORD) ' consisting of five parts corresponding to 
the five parts named in the weekly Section reports. However, the 
approach here was based upon a review of all component Section material 
and' as such was dedicated to presenting a monthly picture of security 
and radio operating procedure conditions existing throughout the Air 
Forces end commands monitored by Radio Security Sections. Most of the 
material at the outset was based upon operations of AACS, AIC, .the 
2nd,: 3rd, 4th, 12th, 15th, Ain Forces, and the Mediterranean Allied 
Tactical Air Force. This was later expanded to include virtually every 
Air Force and major command of the £my Air Forces. 

During the fall of 1944, there was a good deal of feverish activity 

ws fflHCTHT 
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in getting new sections formed, trained and ready for overseas movement, 
such as the Detachment had never before witnessed, in all, six new 
Radio security Sections were formed and were put through courses in 
radio code, and radio operating procedure and in conformity with the 
newly instituted program of the Detachment analysis training was given 
to those men selected to perform the duties of Section analysts and 
trick chiefs. 

By the time Detachment Headquarters was ready to change its 
location from Ft. Meade, Maryland, to Reading Army Air Field, the last 
new section of the nineteen had been dispatched to an overseas port 

of embarkation. 

(16) 

The move of Detachment Headquarters to an Air Corps Base was 
necessito.ted by the fact that it.s previous location was an Army Ground 
Force installation. As such, there sprang up a feeling of mild antipathy 
which reflected itself in the quality of cooperation received by 
Detachment Headquarters. 

It was also during this latter half of 1944 that the Detachment 
swung into high gear in the ' performance of its mission. The various 
procedures which had been recently originated by Detachment Headquarters 
and carried out by the component Sections had now become firmly 
established, sections wefe now capable of rendering a more complete 
service to the controlling agencies which they were serving. The quality 
of work being performed on all fronts had improved to a point where weekly 



16, S* 0. 85 Hqrs, 136th Radio Security Detachment 10 Nov." 44, 
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reports were arriving at Detachment Headquarters steadily and abundantly. 
This enabled Detachment Headquarters to turn out a bettor monthly report 
whose quality and content caused it to bo requested by an increasing number 
of organisations. 

Additional Officers . 

Hrofii time to time, during this fall period , requests had been doming 

into Detachment Headquarters from Section. Commanders for one additional 

( 17 ) 

junior officer to serve as operations officer* These requests came 

mostly from Sections which had been functioning for some time. The 

reasons advanced for the additional officer Were as follows: the duties 

* 

of Commanding Officer, Supply Officer, Adjutant, and Operations Officer, 
all vested in one officer, were too much for him to handle efficiently 
due to the fact that numerous conferences and meetings were being held 
by nearly all comuni cat ions units in order to establish policies and 
procedures to develop a secure and efficient communi cat ions system for 
tho AST. It was necessary that the Commanding Officer of the Section 
attend those meetings in order to coordinate his efforts to the best 

17. (a) Letter, 136th Signal Operating Platoon #3 26 May 1944 
Sub j : Assgmt of Additional Officer. 

(b) Letter, AAP 322/2*3 AC /AS Personnel, HH), Office of ACO, Comm, 
Control Division Subj : Assgmt of Additional Officer. 

(c) Letter, 136th Signal Radio Operative Platoon #2 26 May 1944. 

Subj : Request for Additional Officer. 
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over-all advantage* This often took tho Commanding Officer away from the 

Section leaving it without proper supervision* As a result, operations 

and missions suffered and when the officer returned from his pressing 

duties at conferences he was faced with a hack-log of accumulated duties 

which could not, in many cases, bo handled by the NCOIC . Moreover, in 

caso of siclcness or emergency leave of absence the Sections were loft 

without an officer' who was familiar enough with tho highly technical 

work to properly supervise the Section. At Detachment Hoadquartors, 

where there were oily four officers,, there wore none who could bo spared 

to replace officers in Sections since Headquarters was occupied with f. 

training and equipping additional Sections to fill requests from overseas 

Air Forces and had their bands full with analysis duties* Since those 

same problems would be met by the recently established Soctions it was 

anticipated that like requests for additional officer personnel for each 

Section would he forthcoming as soon ns they began active operation* 

(IS) 

On tho basis of this situation a request was brought forward by . 
Detachment Headquarters for 22 additional Radio Officers (0503). Nineteen 
officers wore to go one each to the nineteen Soctions as a subordinate 
officer and three officers wore to augment tho Headquarters staff of officers 
After one formal War Department disapproval and consistent disinclination 
to understand the requirement for two officers whore only 36 enlisted men 
were concerned, tho entire matter of tho revision of TO&S 1-952 was 
reopened, and, finally, after more than a year of of fort by the 136th, 

18. Letter, AAF 322/2 AFACO-G SD1 Management Control AC/AS Military 

Personnel Div. Subj : ' AAF Radio Security Monitoring Officers* 
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19 additional radio officers wore authorized* However , no increase was 
granted Detachment Headquarters which was forced to continue with only four* 
Upon the factor of two officers for each Section it was decided that 
Section officers should take over more duties, alleviating the pressure 
on Headquarters officers, Although the change in the TO&E 1-952 was 
approi'Od, the groups of new officers did not arrive until the last half 
of January and February 1945# Upon arrival they were immediately placed 
under an or tensive training and indoctrination program at the end of 
which those officers considered unsuitod to meet the high standards required 
by radio security work wore eliminated and reassigned out of the 136th, 

The majority were successively assigned to Radio Security Sections until 
every Section had two officors, 

Additional Sections , 

In January 1945, tho TC&H was revised to include two., additional 

Radio Security Sections, bringing the total to 21, This increase was 

occasioned by a request from the 20th Air Force for two units which 

could bo used for a radio deception program which they were considering 

( 20 ) 

at the time. It was felt that much time could bo saved if instead of 

* " '" n ™' ai 11 ■ Irilf 7 1 " ' - . r 1 ' 1 “ " ' ■ 

19* AG Letter 322 24 January 1945 Subj: Reorganization of the 136th 

Radio Security Detachment, 

20, Hdqrs* AAF Letter Subj: Reorganization of the 13Sth Radio Security 

Detachment .AGO, Organization & Training Division Individual Unit 
Requirements Branch* 
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creating new radio deception units, two new Sections were organized, 

again using experienced personnel f'rom domestic Sections as a nucleus. 

However, the nature of the training this time occasioned a different 

emphasis. Officers and- EM of these new sections were sent to Arlington 

Hall, 7a., to undergo a two-week course in traffic analysis and radio 

deception given under the sponsorship of the Signal Security Agency. 

After' the completion of training the units were made ready for overseas 

and were dispatched to their destinations during March and April in 

separate echelons to facilitate their movement. 

At the time of activation, it was planned that these two new Sections 

would remain a part of the 136th and submit reports to Headquarters in - 

the same manner as other Sections. However, upon making contact with ■ 

the Communications Officers of the 20th Air Force it was found that 

authorities of that Air Force were reluctant to have these two new units 

responsible to any other Headquarters, The nature of their work was 

(20A) 

highly classified and the two Sections were subsequently assigned to 

20th Air Force units and were no longer a part of the 136th Radio Security 

Detachment. 



20a* (1) General Orders 17, Section I 30 June 1945 

Headquarters 20th Air Force,, Pacific Ocean Areas AP0 953. 

(2) General Orders 41, Section I 18 Sept. 1945 
Headquarters 8th Air Force, AP0 902, 
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GHAPTER III 

PEAK OPERATIONAL PERIOD 
Addit i onal Reports 
( 21 ) 

por several months negotiations had been carried on via correspondence 
between AACS Headquarters, Detachment Headquarters and the office of the 
Air Communications officer concerning the extension of AACS monitoring^ 
Heretofore, only three Radio Security Sections were engaged in full time 
AACS monitoring. The new plan kept this arrangement and extended the 
AACS monitoring activities to thirteen additional Sections deployed 
globally. Weekly reports, CIM’s and relative data' were to be prepared 
separately by the Radio Security Section concerned and forwarded to the 
appropriate AAOS Wing or Group Commander. These Section reports were to 



be separate from the regular weekly reports prepared for the Air Force 
being monitored# 

Although AACS echelons had been recipients of the regular weekly 
reports (SORDS) prepared by the Sections and the Monthly Headquarters 
report (SOHD), if was felt that a more accurate picture would be presented 
if those transmissions pertinent to AACS operations were segregated and 
given special consideration apart from the general run of AAF transmissions. 
Previous references to AACS transmissions in the regular monthly report 
(SOHD ) were characterized by fictitious call signs and place names since 
the report enjoyed a wide distribution beyond AACS# .However, since the 



21. (a) letter, Hqrs 5th AACS Wing ABO 413 8 Feb. 45 , 

(b) Ibid: 1st & 2nd Indorsement. 

(c) Hqrs. AAF AFACO, ltr 9 Subj; Transmission Security 2 Apr. 45, 

(d) Hqrs. 136th RSD Ltr. Subj: AACS Monitoring 20 Apr. 45, 



- 26 . 




MiLLklOTHJ 



Chapter III — Peak Operational Period* 

new report was to be sent only to AACS Wings and Groups, used only by 
personnel deemed trustworthy to handle information of a classified nature, 
the transmissions, call signs and place names were presented as they 
were actually transmitted* This put the finger of responsibility diroobly 
on the personnel making the transmissions, since they were not lost in 
anonymity, and enabled AACS supervisory personnel to hold each operator 
responsible for his particular transmissions. 

In a similar manner negotiations wore concluded between 136th 
Headquarters and ATC Headquarters with reference to preparing a separate 
report on ATC transmissions. The first report of this kind was published 
in July, 1945, and based upon the results of part-time monitoring of the 
Alaskan Division, ATC, Caribbean Division, ATC, South Atlantic Division, 

ATC, and Headquarters ferrying Division, ATC. Again, as in the AACS report, 
call signs and place names which had previously boon fictitious before 
the publication of a soparte ATC report, wore presented as actually usod. 

Monitoring Achievements . 

As an indication of both the condition of AAf Radio Net operations 
and the part played by the Sections of tho 136th Radio Security Detachment 
in revealing those conditions, a survey was conducted in tho early part 
of 1945 summarizing the results of world-wide security monitoring 
operations o.vor a.nino-month period. In all, more than .throe million 
security and procedure violations wore recorded, of which over 62,000 
were directly concerned with security. There woro about 30 soeurity 
violations vhtch wore particularly outstanding* 
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The security violation which occurred most widely and most frequently 
was operator chatter and key play. Too many operators wore unaware of the 
consequences of the idle chatter in which they engaged. This type of 
violation usually occurred during apparent lulls in traffic at which t|r.c 
an operator felt it was safe to chat over the airways with another oporr.t' r. 
He was proceeding on the assumption that the period of no traffic would 
continue for an indefinite period* However 9 his mistake was in failing to 
realize that his monopoly of the channel made it difficult for someone 
else with a far more important use for it to establish contact, A frequency 
may bo idle whon the chatter begins but once tho channels is occupied it 
is difficult for other stations to break, in oven though thoy may have 
legitimate traffic to clear. Stations indulging in idle talk have no 
way of knowing when another station is going to require tho frequency 
for official use. In the following case it can be seen how operator 
chatter prevented an aircraft from making contact and caused it to bo 

s.. 

ignored even after the offending stations were aware of its presence, 

GOOD MORNING IS ANYBODY SLEEPY 

WELL I DONT THINK I KNOW 1 BUD 

GOOD MORNING TO YOU GOOD MORNING TO YOU 

HOW ABOUT GIVING A CALL ABOUT 7:30 THIS MORNING 

GOOD MORNING DEAR SINNERS GOOD MORNING TO YOU 

MY BUT YOU EELLOWS ARE IN A FINE MOOD THIS MORNING 

SHUT UP 

SAY AGAIN DIDNT READ IT 

UMERIAGO UMBR1AG0 

ANYBODY BEEN DOWN TO THE ZOO 

SAY BUDDY DID YOU GO TO THE WONDER BAR THIS EVENING 
ANYBODY HAVE A COUPLE OF EGGS 
DO YOU HAVE A COUPLE OF EGGS 

WHAT WOULD I DO FOR A COUPLE OF EGGS TOAST COFFEE RIGHT NOW 
ID LIKE TO SEE HIS LOG WOULDNT YOU 
SENTIMENTAL JOURNEY 
SHE DONT 

MY MQM M A ' DONE TOLD ME MI MAMMA DOME TOLD ME SO 
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WHY XXX PONT SOMEONE ANSWER ■ THAT AIRCRAFT 
ID LOVE TO SEE ART CHILDS 
BOY ARE YOU REALLY OFF 

Another more marked example illustrates how the unauthorized use of 

an emergency channel kept it from being used to possibly save a life. 

BLACKBALL BLACKBALL THIS IS MAGNET MAGNET 
YOU BETTER CUT THAT OUT AFTER ALL THIS IS AN 
EMERGENCY FREQUENCY 

HELLO MAGNET IF YOU RECEIVE ME WILL YOU PLEASE STAY OFF 
THIS FREQUENCY THIS IS AN EMERGENCY FREQUENCY 

HELLO MAGNET THIS IS LAMARR RELAY LAMARR WISHES YOU TO 
STAY OFF THIS FREQUENCY THIS IS AN EMERGENCY FREQUENCY 



HELLO MAGNET THIS IS LAMARR RELAY LAMARR WISHES YOU TO 
STAY OFF THIS EMERGENCY FREQUENCY YOU ARE CLUTTERING UP 
THE AIR 

WILL' THE .SHIP THAT WAS HIT BY FLAK PLEASE COME HI OVER 

YOU BOYS WHO ARE DOING ALL THE TALKING ON THIS CHANNEL 
PLEASE CUT IT OUT WE HAVE TO TAKE CARE OF THE BOYS 
RETURNING FROM THE CONTINENT 

1234567890 BLUE GOOSE 47 BLUE GOOSE 47 I AM GONNA 
BAIL OUT IE THEY KEEP CUTTING ME OUT Hi GONNA BAIL 
OUT IF THEY KEEP CUTTING ME OUT 

Many cases have been recorded of operators using official channels 

for the furtherance of their own unofficial business. One instance of this 

can be seen in the following logged , transmissions. 

CALL EILEEN Hul CALL EILEEN 3Q8J IMI 
CALL EILEEN TELL TELL HER IMPOSSIBLE IMI IMPOSSIBLE 
TO KEEP IMI TO KEEP DATE Dll DATE EXPLAIN IMI EXPLAIN 
SITUATION NAME IS EILEEN 



Note; (Part of a conversation carried on intermittently for over 
3 hours) 

In addition, operator chatter and key play offer the enemy an excellent 
opportunity for locating Allied stations through the medium of Direction- 
Finding equipment. The longer transmitters are on the air unnecessarily 
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the easier it is to locate the source of transmission. That enemy listonin 

stations were able to determine the location* of Allied aircraft, to chart 

their progress before, during and after a mission, to determine how n: t, 

Allied aircraft crashed or were forced to land during a mission was 

substantiated by the enemy himself in a series of captured German and 

( 22 ) 

Japanese documents. These documents indicated with remarkable detail 
familiarity with the composition of Allied Bombardment Divisions, their 
call signs, code words, battle formations, assembly points, number of 
planes shot down, where planes crashed, etc. 

At least two ways of deriving information of such detailed nature 
are the interception and monitoring of R/T and W/T transmissions and 
through tho uso of D/F to establish aircraft locations. That those 
methods were employed by tho enemy is born out in those samo captured 
documents. 

An additional host of security violations can bo lumped together 
under the general heading, "Revelations and Compromises", 

In one combat zone under observation there was a noticeable amount 
of indiscretion regarding VEF Voice transmissions from piano to ground. 



22, Captured G*A.F, ' SIGINT Servico Document ZIP/SAC/P.3 Translation 
(partly summarized) of Intercept Report on English and American 
Bomber Units and 16 G,R. Group by No, 1 (Evaluation) Company of G,A*F# 
Wireless Listening Regiment West (Reporting Centre 1), covering the 
period 11th March - 10 April 44, 
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Apparently no attempt had been made to Use an authorized code system 

whon discussing classified information. Practically all transmissions 

were made in plain text and the information disclosed was of ton highly 

classified* References were made to: 

Destination of hospital ship, estimate time of 
arrival and number of patients aboard. 

IEF and designation of home base of plane making 
the transmission. 

Radio call signs associated with the idontity of 
the station. 

Radio call sign with its code namo. 

Cargo carried by piano. 

Destination of shuttlo sorvico. 

In another combat theator radio monitors keeping watch on only two 
frequencies extracted tho following information from Intorcoptod messages: 

Throe air strips on tho island of These strips carried a 

considerable amount of aircraft traffic since thoy were mentioned in 
many of the aircraft messages emanating from that area. Tho location 
of each airstrip was disclosed and the code word for two of them waa 
compromised. By tho process of elimination the code word of the third 
was also compromised. 

Through succeeding transmissions, tho monitors learned that there 
were separate units stationed on tho island; a Troop Carrier Wing and 
a Troop Carrier Squadron, a Combat Cargo Unit, A Cargo Message Center, 
an Emergency Rescue Squadron, a Signal Message Center, and an Engineer 

Group. 
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WILL YOU CHECK TO SEE IP TRANSPORTATION IS 'WAITING WE HAVE 
A GENERAL OFFICER ON BOARD 

DO WE HAVE TO FILE A CLEARANCE TO GO HP TO name of airfield 

MY DESTINATION IS name of airfield 

NOTIFY THE COMBAT CARGO OF OUR ARRIVAL 

' I HIVE A LIST OF PASSENGERS ON BOARD FOR THE REPLACEMENT 
BATTALION ' 

WILL YOU NOTIFY AIRDROME SQUADRON AND TELL THEM WE WILL 

BE ON TEE GROUND IK FIFTEEN MINUTES 

NOTIFY BOMB GROUP OF OUR ARRIVAL 

WIJLL YOU ADVISE AIR FORCE ENGINEERS THAT WE HAVE A LOAD FOR 

THEM AND THAT WE WILL LA® AT name of airfield 

WILL YOU NOTIFY THE TROOP CARRIER WING 'TELIT' THIS IS THE 

CARRIER SHIP COMING IN. 

/inother breach of security occurring frequently was the compromise 

of tactical frequencies. It is obvious that if frequencies for contemplated 

use are not given over the air in the clear the enemy must make a laborious 

search of the frequency spectrum in order to pick up Allied frequencies. 

When such messages as "QSY 2232" (change to freq. ) or "QSV 2223" 

"■“A 

(send a series of V*s on ) are f sent over the air the jofe of the. 

enemy radio intelligence monitor is greatly simplified. In the examples 

cited, the code word for the frequencies used should have, been sent to 

guard the frequency from compromise. In. the following transmission both 

the oall sign and the frequency are compromised*. 

"ABC V DEF NR1 GR3 AAA TOT IS GILL SIGN AND FREQUENCY FOR 
DEILOiVE TOVER AAA LK" 

"DEF V ADC — CALL SIGN IS BALLET — FREQUENCY IS 4444" 

\ 
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The following excerpt from a log illustrates the compromise of codes 

/ 

and. ciphers. Station PMG transmitted a message in code and was then 
informed by station PMQ that no card was available to decode the message 
It was then rebroadcast in the clear, 

B/1Q BIQ Y PMG QAM IMG ’ 

' K (PMQ). 

Y PMG QAM PMG MiUCOP 0900Z BT l/l081 4/3024- R/T 9/R ll/E 12/C 

14/B BT K 

PMG- Y BIQ DONT HAY! CODE CARD 

V PMG AS 

PMQ Y BvIG-' INT K 

PMG V PMQ K 

PMQ Y PMG QAM CLEAR MI QAM CLEAR 0900Z BT 1 ORE 1018 AST . 320 Y 

ALT 3024 GIG UHL BII GIG HNL YIS 8 IMI YIS 8 D IN E Ml W E HE 

WS 19 PMG Y PMQ R QAM TU 

It is well known by now that an important part of the success of 
a mission' was attributable to weather information. All sorts of codes were 
devised as a means of disguising weather data in messages. In spite of these 
precautions the necessary safeguards were not taken in many Cases by 
communications personnel to guarantee the security of weather broadcast, 

Eor example, one Radio Security Section found that a communications 
Group in a combat area consistently preceded almost all of its weather 
messages with "UP" or "!X tt , indicating that weather reports were 
forthcoming. Enemy intelligence units knowing that these messages 
contained meteorological information were greatly aided in decoding them. 

This violation occurred as often as 123 times in one twenty-four hour period* 

The transmittal of information concerning the movement of Yery 
Important persons aboard aircraft constituted another menace to security 
as well as to the lives of the persons concerned. Most General Officers 
are specialists in some particular phase of modern warfare and their 
loss would seriously hamper the smooth performance of important missions. 
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With no other information than the messages intercepted, a Radio Security- 

Section was able to follow the flight of a Lt . General from an airfield in 

one country to a city of another eountry-and back. Complete information 

was available in the transmission, including type of aircraft, pilot's 

name, departing date and estimated time of arrival. Although only one 

of the transmissions contained the General’s name, the remaining ones 

concerning the General’s flight we re easily identified by the plane's 

call signs, the pilot’s name and -the phrase "VIP ABOARD” or "RANK ABOARD 1 ’, 

Other examples of VIP disclosures are contained in the following messages 

intercepted on AAF frequencies, 

"CHICLET FROM 123 YOUR INFORMATION WE HAVE THREE GENERALS AND 
AN AMBASSADOR ON BOARD OVER 

123 FROM CHICLET WE DID NOT GET FIRST PART OF YOUR- MESSAGE 
SAY AGAIN 

CHICLET FROM 123 WE HAVE THREE GENERAL AND AN AMBASSADOR ON 
BOARD OVER 

ROGER 123 WE HAVE THREE GENERAL AND AN AMBASSADOR ON BOARD 
XER FROM SMT REFERENCE CONVERSATION WITH GENERAL (name of General). 
CAN HE COME HERE FOR PARTY SEPT TWENTY ONE OR TWO IS EIGHT AM 
AGREEABLE DATE IS AGREEABLE TO GOVERNOR SGD (name, of Governor) BT K 
’’ATTN, GEN (name of General) BUM NUMBER THREE ENGINE X REQUEST 
CARBURETOR FROM (name of city) IMI (name of city ) MUST BE IN 
(name of city) TODAY PD REQUEST (pilot’s name) ’WITH BAKER ONE 



SEVEN GOME TO (name of city) (name of- country) AT ONCE AND PICK 
ME UP AND TAKE ME TO (name of city) (name of country) BT ANSWER 
EXPEDITE SIGNED GENERAL (name of General) " 






^ \ » ^ 



1 



SS fetMui i issi? . 
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One message intercepted in -the South Pacific Area wont So far S3 
to inform a control tower that a piano was coming in with a ”10 AS OF 
GENERAL OFFICERS”! 

Nearly all Radio Security Sections found tho breaking of radio silence 
foremost among their security violation listings. Luring tho time a 
mission was in progress it was important that radio silence bo observed. 

«r 4 • 

However, hero too, security mcasuros woro lax. Observations disclosed the 
following : 

9 

Immediately upon becoming airborne, several aircraft would call tho 
ground station for a radio check. Radio traffic logs clearly Indicated 
the exact time of tho beginning of a mission. No traffic was logged until 
shortly after ’'scramble” instructions were given. As soon as tho aircraft 

9 * 

became airborne, radio checks became voluminous in number. Careful 
perusal of tho logs shows that within 18 minutes 27 radio checks viero 
made by airborno aircraft. Chocks woro NOT made on days when no missions 
were flown. The enemy, therefore, needed little olso to conclude that 
a mission was in progress. 

Again, a Radio Security Section monitoring frequencies employed by 

B-29‘s in tho South Pacific reported a serious security violation in tho 

operating plan usod in the boginning of missions* It was evident to 

anyone monitoring air-ground frequencies that a mission was about to begin 

because of tho unprecedented testing and tuning by radio stations 

concerned with the B-29 air-ground communication* Radio Security personnel 

were able to correctly doduco tho EXACT time that a B-29 mission started ■ 

« 

with no other information except that gleaned from interception. Traffic 
was relatively light until just before the start of the mission 
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when the stations suddenly crackled into activity* One station in 
particular sent test signals and call signs for a period of SIX hours. 

Aware of this danger, the Section operating in that Theater 

* 

immediately informed the responsible persons. The following week another 
B-29 mission was in progress and although the radio monitors kept a 

4 ' 

continuous watch on the same B-29 frequencies , they were not aware that the 
mission had begun until the planes had been out for several hours and 
were required to ask for weather information. By following the security 
suggestions connected with the above instance, the bombing unit and its 
associated radio personnel effected a decided improvement. 

Further compromises of call signs and code words occurred in large 
number. Call signs designated to aircraft on tactical missions or 
simulated tactical training missions arc classified. For tho purpose 
of security, those call signs are changed as often as is doomed necessary 
to prevent the enemy from becoming familiar with aircraft call signs 
operating in combat zones* The disclosure of one call sign was all that 
onomy traffic analysts needed to identify the typo and strength of 
bomber or fighter squadrons embarking on missions. Cases wero recorded 
whore air-to-air operators used superseded call signs and subsequently 

4 

associated them with tho now call sign, thus compromising the new call 
sign. This led to easy enemy identification of the Squadron and from data on 
hand ho could tell whether the Squadron was Bomber, Fighter or otherwiso 
and know what to expect by studying past operations of that particular 
unit, 

Tho following transmission exemplifies a compromised call sign# 
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wwl v wwt wsx wsx is imi is os imi wsx is us ar 

WWT MINT WWT WSX SAMS IMI SAME 

WWL V WT I AM WSX IMI I AM WSX QQZ WWT AR K 
In addition, code words were often subjected to compromise. Operators 
did not seem to realize the importance of code words and phrases which 
were compromised when used in tie same sentence as the word whose meaning 
they were supposed to hide, 

"WE CLEARED TOUR STRIP AND ARE GOING TO BlGTOP " 

"WE ARE GOING TO LEYTE WE CLEARED YOUR STRIP" 

"THE CALL SIGN FOR XZ3 IS YOKEL INSTEAD OF MICROBE " 

"YOU ARE USING WRONG CALL FOR XZ3 THE CALL IS YOKEL 
Another operational shortcoming leading to security breaches was the 
inadequate distribution of code and cipher cards. Not only was valuable 
transmission time consumed on already-crowded frequencies but classified 
information was revealed. This often came about when an aircraft would 
request weather or meteorological reports in combat areas. The receiving 
operator lacking the current code or cipher card asks for a repeat of the 
message in the clear. The result, of eourse, is a disclosure to the enemy 
of weather data and at the same time a compromise of the codes and. ciphers 
in use. 

An important breach of security regulations of which mostly officer 
personnel were guilty was the discussion of highly classified information 
over m Radio Link channels. Monitors of Radio Security Sections upon 
different occasions uncovered several flagrant violations. It was 
through this medium of communication that the most highly classified types 
of operational information were disclosed by high-ranking officers who 
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should have had a primary interest in safeguarding military information. 

Here is an example of a conversation which was intercepted at the height 

of Allied operations in Europe ; , 

.MAJOR THIS IS COLONEL 

YES SIR 

I'M TRYING TO WORK OUT YOUR PLAN FOR TOMORROW AND WONDER IF YOU 
'WOULD CALL (unit name) AND FIND OUT NOW WHEN THEY ARE GOING TO 
HIT THEIR TARGETS AND- CALL ME BACK BECAUSE WE ARE GOING TO HAVE 
TO FURNISH FOUR GROUPS FOR ESCORT AND I WANT TO KNOW IF THEIR 
RENDEZVOUS TIME WILL BE BEFORE NINE O'CLOCK. IF SO THEN I CAN 
PLAN AN EARLY MORNING MISSION FOR THOSE PEOPLE., SEE. 

ALL RI GHT SIR COLONEL { from Ma j or ) 

AND CALL ME BACK WILL YOU (From Colonel) 

SAY COLONEL IF YOU'LL JUST HOLD ON ABOUT TWO MINUTES I’LL GET 
ON THE OTHER PHONE AND CALL THEM. DO THAT WILL YOU 
YES SIR • 

‘ (Long Pause) 

HELLO (From Colonel) 

DID YOU GET (name of group) (from operator) 

YES I DID THANK YOU JUST HOLDING THE LINE HE'S TRYING TO GET 
A MESSAGE FOR ME . 

(Another Pause) 



THIS IS COLONEL 

YES SIR 

WE’RE GONNA HAVE TO GIVE YOU EOUR GROUPS FOR ESCORT OF YOUR 
MEDIUMS .TOMORROW. 

I WONDER IF YOU COULD TELL ME THE APPROXIMATE RENDEZVOUS TIME 
ALL RIGHT 

THAT’LL MAKE RENDEZVOUS TILE ABOUT SEVEN THIRTY (Colonel) 
THAT’S RIGHT 

NORTH OF TH E P ENINSULA . OK NOW IF THE WEATHER IS BAD YOU’LL 
POSTPONE THAT UNTIL LATER IS THAT RIGHT 

THAT’S RIGHT ....STARTS GUMMING UP AROUND NINE OR NINE 

THIRTY AND THE WEATHER GETS BAD TEAT WAY STARTING AROUND NOON 



YEAH, WELL WHAT TIME WILL YOU- KNOW DEFINITELY WHAT YOUR 
RENDEZVOUS TIME WILL BE 

WE PROBABLY WONT KNOT UNTIL AFTER— HARD TO SAY HOW EARLY BUT 
SHOULD KNOW WELL AFTER TWELVE O’CLOCK 
OK( Colonel) 

AIL RIGHT THEN 
THANK YOU (Colonel) 



On. another occasion, ill Radio Link channels very close to battle 
areas were monitored and the following information was extracted from 
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the conversation; 

The location of the Headquarters of a Bombardment Division, 

The Headquarters of an Air Force. 

A Security Service Company. 

A Signal Company Depot (Avn) . 

The location of a large motor pool. 

A town near the front, Reindeer 6162, was discussed at length during 
which the kind of defense strength thrown around the town was 
discussed and was referred to as "ALRIGHT” , "OKAY" and "PRETTY GOOD”. 

If enemy intelligence had had any information as to the meaning of the 
code word "Reindeer 6162", it would have been that much harder to 
effectively defend the town. 

Stock piles and equipment in an AAF ammunition dump were discussed and 
different types of bombing equipment and the types of bombs on hand . 
were mentioned. 

In another conversation it was disclosed that an Aviation Engineering 
Battalion Headquarters was at a well known city. Another Engineering 
Battalion was found to be moving to one of two other cities. The 
condition of roads was discussed. Descriptions and conditions of 
buildings which were at one time the Headquarters of Field Marshal 
Rommel were discussed and named as the site where the Engineering 
Battalion was moving. 

The Zero hour on tactical plan "B" was revealed as ten hundred hours. 
Later plan "B" was revealed as being, an aircraft mission. 

Later on, when the Pacific phase of the war had increased in importance 

an FM Telephone Link security breach was encountered. As in other instances 

officers of field grade were responsible. Some conversation topics 

intercepted concerned ; 

PLANS FOR FUTURE OPERATIONS. 

RENDEZVOUS OF BOMBERS WITH, FIGHTERS IN DEGREES AND MINUTES. 

UNIT NAMES AND LOCATIONS. 

% 

BOMBING TARGETS. 

COMPLEMENT, AS TO MISSION PERSONNEL, AND TYPE AND NUMBER OF AIRCRAFT. 
PERSONNEL LOSSES. a 

WEAKNESS IN SUPPORT , LIABLE TO ENEMY PENETRATION. . 
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The foregoing examples of security violations are only a few of the 

more common and more serious types with which the Sections came in 

contact while monitoring AAF frequencies. 

There were many others, "Failure to gbard frequency” was encountered 

often. The effects of such laxity are obvious. Personnel returning from 

bombing raids or strafing missions often in immediate need of information 

Ot guidance from radio stations failed to get the much needed information 
because they found no one guarding the frequency. 

Authenticators and tha code color of the day were often compromised by 

pilots who had been insufficiently briefed or who. were careless in 

securing all the necessary information before becoming airborne. Messages . 

asking for the color code of the day were often. made in the clear and the 

information unwisely given in plain text,. Authenticators were often 

compromised by being used , repeatedly over the same channels each day. 

Extended length of test signals and unnecessary soliciting of traffic 

tended to clutter channels with needless transmissions. Operators often 

had the habit of calling all other .stations in their net periodically , 

throughout the day and asking if the station had any traffic for them. 

It is logical to assume that if an operator has traffic to clear with 

another station that he will do so without requests from other stations. 

Nets which engaged in excessive test signals and unnecessary soliciting 

of traffic usually showed corresponding inefficiency in clearance of 

traffic. To maintain an orderly flow of traffic an operator must listen 

before transmitting to see if the channel is occupied. When he first 

35 '..' ,All~of~ T 'the examples cited' were Taken from different weekly Security and 
Operations Reports prepared by Radio Security Sections at their location 
throughout the world. , 
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begins to listen it takes several minutes for him to acquaint himself 
with the nature of the traffic being transmitted. He has to determine 
whether it is official traffic or whether it is unnecessary chatter, key 
play, testing and tuning or otherwise. This consumes valuable time. If 
all transmissions were cut to the bare minimum, a corresponding healthy 
condition would result in the clearance of traffic. 

"Operators often developed characteristic sending habits which 
endangered the safety and security of radio communications. It was hard 
to impress an operator' with the Importance of attaining as nearly as 
possible a technique comparable to machine sending. The natural question 
which an operator asked was, why was it a security violation to develop 
a characteristic swing in keying? The answer lay in the fact that enemy 
traffic analysts were often able to identify movements of groups and 
units simply by familiarizing themselves with the inherent qualities 

or peculiarities of an operator’s keying and thus be able to trace them from 

t \ 

one place to another. The presence of 'an old familiar "fist" in a new 
sector of a battle front often indicated that reinforcements had been 
altered or changed altogether. Many CIM'S were sent to stations where 

l 

operators were developing their own. style of sending pointing out the 
serious consequences which might arise from such habits. 

The careless habit of leaving a transmitter turned on while using 
the inter-communication system in bombers permitted the broadcasting over 
the air of all conversations carried on- between pilot, bombardier, 
gunners and crew. This was a rich source of Information for the enemy. 
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It was with these dozens of security aspects of coamunications 
that the Detachment, and Sections worked ceaselessly, pointing out to 
communications personnel these conditions and making suggestions as to 
how to combat and control them. 

While these foregoing violations were clearly security breaches, 
there were other more numerous violations of correct radio operating 
procedure which likewise affected security, though less obviously, and 
hindered the rapid and efficient clearance of important messages. 

However it was not always clear to radio users how minor. radio operating 
procedure violations affected security, A large number of those 
violations proved to be a productive source of information to enemy, traffic 
analysts, in addition to having the following . consequences: 

(a) Messages took longer to transmit and receive, 

(b) Extra transmission time, valuable in tactical areas, 
was unnecessarily consumed® 

$.c) With air waves cluttered, receiving conditions 
generally were poor, 

(d) The over-all number of messages cleared decreased as 

the number of violations increased and lowered net 
efficiency® ' 

(e) Failure to . conform to standard procedure in general caused 
confusion and misunderstanding and contributed to the 
misinterpretation of vital information contained in 
messages. 



The reports on Security and Operational Procedure which emanated from 
both the Radio Security Sections and Detachment Headquarters and which 
were based upon extensive monitoring activities revealed during the 
nine-month survey conducted that there were . almost three million violations 
of correct radio operating procedure committed by AAF radio users. 

These could be broken down into twenty-five most frequently occurring CW 
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•violations and are herein, presented, in graph form: 



25 HOST FKEQUEHI 

CW PROCEDURE 
VIOLATIONS 
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NO. VIOLATION . PERCENIAGI 

1. Omission of AH or If at the end of transmission. 

2. use of AA to indicate continuation of transmission. 

3. use of more call signs for the receiving station than for 
the transmitting station" or vice-versa. 

4. Unnecessary receipt for transmission, 

5. Excessive repetition of operating signals. 

6. Excessive use of S. 

7. Use of MI as an erase sign. 

8. Use -of 1 as a receipt. 

9. Failure to transmit last complete group received when re- 
questing^ repetition. ’ 

10. Use of BT for break-in. 

11. Failure to follow a series of V’s with the proper call- sign 

when testing. ■' 

12. Excessive use of E. 

13. Starting transmission with R. 

14. Use of a series of E’s for Break-in. 

15. Use of hanx expressions (such as HU, FB, CUL, OH, etc.) 

16. Excessive use_ of separative sign. 

17. Omission of H-.II. 

18. Failure to use T as hreak-in. 

19. Excessive use of AS. 

20. Misuse of AA as break-in. 

21. Operators playing with key. 

22. Use of abbreviated call signs (such as TU, XS, SJ, etc.) 

23. Failure to use the separative sign beforb and after all pro- 
signs in the call, preamble, and address, except V, AA, & MR. 

24. Use of T to mean Zero instead of five dashes. 7 

25. Use of XE as a separative sign. 

Miscellaneous. 
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